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Abstract.  In recent years, the number-theoretic transform (NTT) has become
increasingly common in cryptography, in part due to multiple lattice-based crypto-
graphic schemes being selected for standardization during the NIST PQC competition.
Indeed, polynomial multiplications are one of the most computing intensive operations
in these schemes and the NTT is crucial in decreasing the performance cost. The
NTT also appears in other areas such as fully homomorphic encryption (FHE) and
zero-knowledge proofs (ZKP) which are increasingly used in privacy-preserving appli-
cations. In this paper, we show how to formally specify the NTT in the Rocq proof
assistant, and how we used this specification to automatically derive formally verified
implementations of both complete and incomplete NTTs for multiple cryptographic
schemes.
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1 Introduction

With potentially “cryptographically relevant” quantum computers on the horizon, multiple
authorities have published roadmaps to face the post-quantum cryptography (PQC)
transition. As part of this process, the U.S. National Institute of Standards and Technology
(NIST) has organized a competition to select and standardize new cryptographic schemes
that can stand up to the quantum threat. This has resulted in NIST selecting one key-
encapsulation mechanism (KEM) and three digital signature algorithms (DSA) in 2022.
Three of those schemes were standardized in 2024 as ML-KEM [Nat24b], ML-DSA [Nat24a]
and SLH-DSA [Nat24c], while the last one will be standardized as FN-DSA.

These schemes follow different paradigms from pre-quantum cryptographic schemes
(e.g., elliptic curves). As such, they also use different mathematical operations, and there
is less experience in implementing them efficiently and correctly.

Despite this, due to the omnipresence of cryptography in all of society, and the amount
of data it is applied to, performance is of paramount importance. It was therefore one
of the main criteria used for selecting schemes during the competition. It may thus not
be surprising that all the lattice-based cryptographic schemes among the NIST PQC
competition winners use a so-called Number-Theoretic Transform (NTT) in order to speed
up modular polynomial multiplications. Interestingly, NTT is not solely regarded as a
possible optimization to implement, but is regarded as mandatory to implement as specified
in the published standards [Nat24b, Nat24a].

Lattices also form the basis for fully homomorphic encryption (FHE) [Gen09], which
is used to ensure digital privacy by allowing computing over encrypted data for appli-
cations such as cloud computing. Moreover, verifiable distributed aggregation functions
(VDAF) [BCPS25] such as Prio3 [CB17] use a form of zero-knowledge proofs (ZKP), which
necessitates fast polynomial interpolation that can be provided by the NTT.

This shows that the NTT has become an ubiquitous operation in cryptography. However,
it is a quite costly operation and has thus been a target for much optimization. Due to the
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2 Formally Verified Number-Theoretic Transform
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Figure 1: Description of the framework. Contributions in bold.

complex nature of NTT, making sure that the optimizations are correctly implemented is
a difficult endeavour. Because of the inherent nature of cryptography, exhaustively testing
all inputs is infeasible.

Formal verification is a solution to this issue, and can be used to formally prove that
an implementation correctly behaves as mathematically specified for all inputs. Computer-
aided cryptography [BBBT21] is the application of such formal methods to cryptographic
engineering. This has resulted in the past decade in many high-speed and high-assurance
cryptographic implementations being created, which are now being used in production.
For instance, major web browsers such as Google Chrome and Firefox make use of
formally verified cryptographic software that are included in the BoringSSL and NSS
libraries [EPG119, ZBPB17].

However, embedded systems are also becoming increasingly important as they are
used in areas such as IoT, automotive, medical, etc. There is therefore a major need to
secure them. As micro-controllers are often low power, they do not always support the
features needed to be able to run the same cryptographic implementations as those used
in a browser running on a general purpose computer. We thus aim to produce formally
verified portable code that does not feature specialized instructions.

While it may seem attractive to use different specialized tools to tackle specific verifica-
tion challenges, subtle differences in the specifications used for each tool may appear and
thus threaten the correctness of the whole verification, while largely increasing the Trusted
Computing Base (TCB) footprint. We follow a foundational approach, meaning that all
verification are carried out using a single tool. Our TCB is therefore close to minimal
and includes only the tool we use — namely, the Rocq proof assistant — as well as our
handwritten specifications of the NTT and the extraction mechanism to C code.

Contributions The deployment of post-quantum cryptography is an opportunity to roll
out formally verified implementations from the start. The main contribution of this paper
is to provide a formalization of a core operation for lattice-based cryptography, namely
the Number-Theoretic Transform (Figure 1), which we show to be general enough to be
able to derive formally verified implementations from it.
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1. We formally specify a ring theory of polynomials and their quotient rings in the
Fiat-Crypto framework using the Rocq proof assistant;

2. We then formally specify the forward and inverse Number-Theoretic Transform and
show that these indeed form a ring isomorphism between Z,[X]/(X™ + 1) and some
Zg[X]/(X™ = () X -+ + X Zg[X]/(X™ — ¢®) where n is a power-of-two;

3. We formalize and verify the correctness of signed Barrett and Montgomery reduction
algorithms;

4. We extract verified constant-time C implementations of the NTT for multiple com-
patible schemes such as ML-DSA, ML-KEM, and others, thus showing that our
specification is general enough to handle different uses;

5. Finally, we evaluate these implementations against hand-optimized implementation.

Outline of this paper Section 2 first discusses how the NTT is specified in standards
or specification documents, and how other verification projects have formalized it. It then
explains our own formalization motivated by these observations. Next, Sections 3 explains
how we refine implementations from the specification and present some optimization
techniques for the NTT that we formalized. Section 4 and 5 then explain and show how
we used Fiat-Crypto to derive formally verified C implementations of the NTT which we
then compare to existing implementations. Finally, Section 6 reviews related works and
Section 7 presents possible avenues for future work and concludes.

We believe that Sections 2 and 3 may be of independent interest for those who wish
to better understand how the NTT and its implementation work, even if they don’t care
about formal verification.

Supplementary material All results presented in this paper are formally verified using
the Rocq proof assistant and available as supplementary material.

2 Number-Theoretic Transform

One of the most computationally intensive operations in lattice-based cryptography is
polynomial multiplication in a quotient ring Z,[X]/(f(X)) which requires a quadratic
number of operations when implemented following the “school-book” approach before
reducing modulo f(X).

Parameters are thus often chosen so that a NTT can be applied, which provides
polynomial multiplications with an asymptotic loglinear complexity rather than the usual
quadratic complexity.

In this section, we explain how we formalized the NTT using the Rocq proof assistant,
though we deliberately stay at a mathematical level instead of writing directly Rocq code
so that it can be understood by people not necessarily interested in formal verification.
It is however explained at a low-level enough so that it should be easily reproducible in
other proof assistants such as Easycrypt [BGHZ11], HOL Light [Har09], Lean [dMU21]
and others. The written code and proofs are available in the accompanying supplementary
material for those interested.

2.1 NTT in Specification Documents and Other Formalizations

Before presenting our formalization of the NTT, we discuss how the operation is specified
in standards or specification documents so that we can try to capture as many use-cases as
possible with our formalization. We then compare to other formalizations in related works.
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ML-DSA [Nat24a, Eq. (2.1)] defines the operation as
NTT(p) — (p(C2BitRev8(0)+1)’ o 7p(CZBitReVg(255)+1))

where ¢ is a 512" root of unity and states it is an isomorphism between Z,[X]/ (X %56 4 1)
255
and [[7" Zq.
Kyber [SAB120, Eq. (3)] and ML-KEM [Nat24b, Eq. (4.12)] both specify the NTT as

NTT(p) = (p mod X? — (2BiRev(O)+1 o mod X2 — CQBitReV7(127)+1)

As opposed to the earlier evaluation-based specification, this one is based on the Chinese
Remainder Theorem (CRT) [Ber01], though not explicitly written. Moreover, the NTT
is “incomplete” contrarily to ML-DSA’s “complete” one, and cannot thus be specified
similarly. Furthermore, [HYS™25] suggests that there might be beneficial tradeoffs in using
incomplete NTT.

While not strictly specified, Prio3 [BCPS25, CB17] makes use of an (inverse) NTT to
interpolate a polynomial given values at powers of a root of unity similar to the specification
in ML-DSA. However, this can be easily recovered using CRT techniques, since

pla) =pmod X —a

As such, our formalization of the NTT is based on the CRT.

The NTT can be seen as a special form of the Fast Fourier Transform over finite fields,
which has been formalized in earlier works using Rocq [Cap01, Thé22]. However, these
works follow an evaluation-based approach by computing (p(¢%), p(¢t),...) which is too
restrictive as it cannot model incomplete NTT as in ML-KEM. Furthermore, the NTT
domains usually follow a bit-reversed order which is incompatible with their formalizations.

There have been few other works on formalizing the NTT in a proof assistant.
Kreuzer [Kre24] verifies the correctness and security of Kyber in Isabelle as a cryp-
tography primitive, the author thus also specifies its NTT. However, the algorithm that is
formalized is only specific to Kyber and there is no implementation derived from it.

[ABB23] presents a verified implementation of KYBER in Jasmin [ABB*17], which
they recently updated to ML-KEM [AOB*24]. Their works are much more complete than
ours as they provide a fully verified implementation of ML-KEM while we only verify the
NTT. However, their TCB is much larger than ours as their formalization relies on an unver-
ified translation from Jasmin to EasyCrypt. Furthermore, their formalization seems rather
specific to KYBER, as their specification of the NTT uses the explicit formula to compute
each coefficient of the resulting NTT array provided by the Kyber specification [SAB™20,
Eq. (4-5)] (though they were removed in the ML-KEM specification [Nat24b]).

127 127
foi = Z foj¢(orr(+1) Joit1 = Zf2j+14(2br7(i)+1)j
Jj=0 §=0

As such, they will have to modify the specification and the corresponding proofs for
different parameters, e.g., complete NTT as in ML-DSA [Nat24a] or even more incomplete
NTT as proposed by [HYST25]. Furthermore, they cannot take advantage of the algebraic
structure of the NTT and have to reprove consequently some (not necessarily difficult)
lemmas that are direct consequences of the NTT simply computing polynomial modular
reductions, e.g., it being a ring homomorphism. Our formalization avoids these issues as
we present next.

2.2 Formalization of the NTT

As explained earlier, the NTT can be seen as a way to speed up polynomial multiplications
in a polynomial quotient ring Z,[X]/(f(X)). As such, we assume that such a theory has
already been formalized.
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In the case of the NTT, the polynomial modulus is usually chosen to be of the form
f(X) = X?" 41 and prime ¢ is chosen so that a power-of-two primitive root of unity ¢
exists in the field Z,.

Under those conditions, there exists m such that (2" = —1 and the following equations
hold:

X2n n 1— X2n _ <27YL
_ (XQH—I _ <_27n71) <X2n71 + CQ'HL*I)
() (xe )

This process can be recursively iterated for sufficiently high n and m, which ultimately
leads to the following isomorphisms thanks to the CRT [Ber0O1]. As such, for any ring R
that contains a power-of-two primitive root of unity, the following holds.

2717.71 2m71

RIX]/(X? +1) 2 RIX])/(X2 = ") x RIX]/(X2 =22

=~ RIX]/(X2 = ¢ RIX]/(X2 = ¢

Modular polynomial multiplication over Z,[X]/(X™ + 1) can thus be reduced to
component-wise multiplications in “smaller” polynomial rings.
We first started by proving in Rocq the CRT for polynomials:

Theorem 1. Let p1,p2 € K[X] be two coprime polynomials with coefficients over a field
K. Then, CRTs, as defined below, is a ring isomorphism.

CRT2 : K[X]/(p1p2) — K[X]/p1 x K[X]/p2
p mod py1pz — (p mod p1, p mod ps)

In Rocq, we define the inverse iCRT5 using the standard extended euclidean division
algorithm, and show that they are both indeed inverse of each other, and both preserve
ring operations.

We can specialize the CRT to our needs. Specifically, for a € K\ {0}, X" — a and
X"+ a are coprime when n > 0, thus, K[X]/(X?" —a?) 2 K[X]/(X" —a) x K[X]/(X" +a)
by CRT.

As explained earlier, we want to define the NTT to have a form close to

NTT(p) = (p mod X* —ayg,...,p mod X* —a,)

We thus need to be able to define the a,,...,a,. We thus first define a recursive
function decompose : N x N — 1ist N as follows.!
[1] ifr=0

decompose(m,r,l) = . I
decompose(m,r — 1, 5) + decompose(m,r — 1,2 + 5) if r >0

We can easily prove by induction that decompose(m,r, 1) is a list of 2" integers. Fur-
thermore, if we assume that we have a field Z,;, m € N and ¢ € Z, such that ¢ =1,

1We use - to denote list concatenation. Moreover, we use % to denote the quotient of the Euclidean
division of [ by 2, i.e., the unique integer g such that [ = 2¢ 4+ [ mod 2.
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we can also prove the following identity by induction on r that for all n,l € N such that
r < min(m,n) and ! mod 2" = 0, then

)(2n _ Cl — H (XQn—r _ Ck)
k€decompose(m,r,l)

This is immediate for » = 0 since decompose(m,0,1) = [I]. If » =’ + 1, then we have
that

X2 ¢l = (XTH _ C%) (Xz"*l _ sz+g)

o) e

kEdecompose(m,r’,%) kEdecompose(m;rQQmjL%)

I (e )

k€decompose(m,r’, L) H decompose(m,r’,2m+ 1)

(o)

k€decompose(m,r,l)

To use the induction hypothesis, we rely only on that since I mod 2" =0 and r = 1’ +1,
we can conclude that % is an exact integer, and é mod 2" = 0. Similarly, since 7’ < r <
min(m,n) < m, we also have that 2™ mod 2" = 0, thus 2 + L mod 2" = 0. Finally, we
conclude by associativity of multiplication in the polynomial ring, as well as the definition
of decompose.

By defining decomposition(r,m,n,l) = map (M — X2 " — (*) decompose(m,,1)
and by plugging | = 2™ in the above identity, we have that for all » < min(m,n):

XY 41=X¥ - = 11 P(X)

P(X)€Edecomposition(0,m,n,2")

= 11 P(X)

P(X)€decomposition(r,m,n,2")

We can thus define the NTT as follows
ntt(r,m,n,p) =map (A ¢ = p mod q) decomposition(r,m,n,2™)

Unfortunately, while this is suitable as a specification of the NTT, the computational
content is not clearly apparent, which we need to derive code from it. Fortunately, we can
recover it while proving that it is indeed a ring isomorphism.

As such, we define recursively auxiliary functions

Z4[X] Z4[X]
/ . q q
ntt'(r,m,n,l) : || | P(X) — II | )
P(X)€decomposition(0,m,n,l) P(X)€Edecomposition(r,m,n,l)
Zg| X Zq| X
intt'(r,m,n,l) : | I Pq([X)] N | I q([X)]

P(X)€decomposition(r,m,n,l) P(X)€Edecomposition(0,m,n,l)

as follows.2

24+ denotes a dependently-typed list concatenation this time, which we elide the explanation for
simplicity. We use split to split a list into its two halves.



Alix Trieu 7

p ifr=20
let (p1,p2) = CRT2(p) in ifr>0
ntt’(r—l,m,n—l,é,pl)—H—
ntt'(r —1,m,n —1,2™ + é,pg)

ntt'(r,m,n,l, p) =

p ifr=20

. let (p1,p2) = split(p) in ifr>0

intt'(r,m,n,l, p) = ) ] , .
iCRTy(intt'(r —1,m,n — 1, 5, p1),

intt/(r — Lm,n—1,2™ + L po))

It is straightforward to prove by induction on r that for all n,l € N such that r <
min(m, n) and [ mod 2" = 0, then ntt’(r, m,n,l) intt/(r, m,n,l) are inverse of each other
and are isomorphisms as compositions of the CRTy (resp., iCRT2) isomorphism and recursive
calls that are isomorphisms by induction hypothesis using similar reasoning as before.
Furthermore, using similar reasoning as well as the fact that (p mod ab) mod a = p mod a,
we can finally prove that

ntt(r,m,n,p) = ntt'(r,m,n, 2™, p)

2.3 Correctness of our Specification

Our specification of the NTT is “algebraic” which differs from what may appear in official
standards. It it thus imperative to make sure that our specification matches.
Indeed, the codomain of our NTT is currently specified as:?

H Zy|X]
Xz ok

k€decompose(m,min(m,n),2™)

However, the NIST standards specify the codomain of the NTT using bit-reversal for
the powers of ¢, e.g., for ML-KEM [Nat24b, Eq. (4.11)], the codomain is defined as

127

H Zq [X]
bl X2 — CQBitReV7(i)+1

We thus need to make sure that our specification matches with the ones used in practice
in order for it to be useful. We have thus proved that for all m, decompose(m, m,2™) is
equal to the list of 2BitRev,, (i) + 1 for 0 <4 < 2™. Finally, for n > m, we have that

ntt(m, m, nvp) — (p mod XZ"_m o CZBitReVm(O)+17 D mod in—m . C2BitRevm(2mfl)+1)

3 Lowering of the Specification

Now that we have a specification of NTT, we could start on generating verified C code
out of it. However, directly generating code from this specification is a bit difficult as
it is recursive and far from the imperative code we want to synthetize. We thus write
lower-level code which we show to refine the specification.

3By unfolding decomposition and using r = min(m,n) and [ = 2™.
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3.1 Low-level Gallina code
3.1.1 Changing the Representation

An issue with our specification is that we consider abstract polynomials. As the C code we
want to synthesize will manipulate arrays of coefficients, we bridge the gap by first proving
that any polynomial of degree lower than n can be uniquely represented by a list of its
first n coeflicients. Formally, this corresponds to proving that when deg(P (X)) = n, then
the following are isomorphic*

px) 7

As explained in the NIST standards, “the choice of data structure for the inputs and
outputs of NTT and NTT~! are length-n arrays of integers” [Nat24b, §4.3]. However, our
specification of the NTT and its inverse handle lists of polynomials. We thus show that
we can “flatten” each layer of the NT'T to a list of 2" coefficients. This is immediate by
induction as each layer is composed of 2° polynomials of degree lower than 27 *.

1%

I e Ie =e”
k=1

kEdecompose(m,i,l)

3.1.2 From Recursive to Iterative

Our NTT (specifically ntt’ and intt’) are currently defined recursively, which is far from
the imperative loops we want to synthetize.
We first show that ntt’ satisfies the following recursive equation®

ntt'(r +1,m,n,l,p) = flat_map (A\p’ — CRT2(p)) ntt'(r,m,n,l, p)

We thus have that ntt’(r, m, n, [, p) successively applies a “state-transforming” function
f =2Xp— (flat_map (A\p' — CRTy(p’)) p) which can conceptually be represented as a
loop.

Indeed, functionally, a for-loop for (i = a; i < b; i++) { ¢ } can be represented
as fold (A(¢,8) — f(i,8)) so [a;...;b— 1] where f models the effects of command ¢ on
some state for which sq is the initial state.b

We can thus prove the following:”

ntt'(r,m,n,l,p) =fold f p [0;...;7 — 1]

Similarly, as flat map (Ap’ — CRT2(p’)) p computes in-place, it can also be roughly
represented as a loop:

flat_map (A\p' — CRT2(p')) p = fold CRT2 p [0;...;length(p) — 1]

Finally, CRT5 can also be represented as a loop as we will see next. This explains
why the algorithm for the NTT is defined as 3 nested loops in the NIST standards for
ML-KEM [Nat24b] or ML-DSA [Nat24a].

4The addition for ring (Zq)™ is the expected coefficient-wise addition, though multiplication is dependent
on P(X) which we elide for simplicity.

5flat_map f I applies f to each element of the list I, and then flattens the resulting list. For instance,
flat map (Ak — [2k;2k + 1]) [0;1;2] = flatten [[0;1]; [2; 3]; [4; 5]] = [0;1;2; 3; 4; 5].

6We define fold f so I as sop when [ is the empty list, fold f (f(i,s0)) I’ when I =i :: I'.

7CRT2 depends implicitly on the iteration number i which we elide for conciseness. We also define
[0;...;7 — 1] as the empty list when r = 0.
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3.2 Optimizations

We now present some optimizations that can be made independent of the NTT parameters.

For instance, as seen Section 2.2, our specification calls a general procedure to compute a

polynomial modulus. The specific shape of these moduli X2?” —a? can be exploited to have

simpler and more efficient procedures to compute polynomial moduli as we explain next.

3.2.1 Specialized Polynomial Modular Operations

Indeed, in that context, for p € K[X]/(X?" — a?), there exists (¢;)o<i<on € K" such that
p= Zf:gl ¢;X*, and we can easily compute p mod (X" — a) and p mod (X" + a):

2n—1

p= Z ciXi
i=0

;71 n—1
<Z cZ-X’) + (X" > cmxi)
=0 3

n—1
= (Z(Ci—aci_m ) <X"—|—a ch_m >
i=0
n—1
= <Z(Cl +aciin) l) + ( ZC”” )
i=0
Therefore,
n—1 .
pmod (X" —a) = Z(Cl + aciqin)X"
i=0
n—1 .
pmod (X" +a) = Z(Cl — aciyn) X"
i=0

Inversely, if we let © = p mod (X" — a) and v = p mod (X™ + a), then we have that:

n—1
u v .
- Sax
1=0
u— n—1
S
2a =0

Therefore,

p= 1 (u+v+HX")
2 a

Furthermore, this translates well to simple array manipulation as it shows that the

i-th coeflicient of u and v only depends on the i-th and 7 + n-th coefficients of p, as well as

a known value a. Inversely, to recover p from w and v, the i-th and i + n-th coeﬂicients of

p only depend on both the i-th coefficients of u and v, as well as a known value 2— This
shows how CRT; can be easily translated as a loop.

3.2.2 Delayed Multiplication

As we just explained, during the inverse NTT, one will need to compute p = = (u +v+ 2 X ”)
which includes a modular multiplication by 2 5. Rather than doing this multlphcatlon for
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each layer of the transformation, it is possible to do them all at once at the end by
performing a modular multiplication by 27" instead. This is an optimization presented in
the NIST standards (e.g., [Nat24b, Alg. 10, 1. 14], [Nat24a, Alg. 42, 1. 21-24]), though
not explained.

To show that this is correct, we first prove that not doing the multiplications up to
layer r is equivalent to returning the expected result scaled up by 2".

intt_no_mul’(r,m,n,l, p) = map (Ap — 2"p) intt'(r,m,n,l, p)

It thus immediately ensues that we can precompute 2~ ™) mod ¢ and modularly
multiply all the coefficients by it at the end after min(m,n) layers to scale back to the
expected result.

3.2.3 Precomputed Array of (s

In Section 2.2, we wrote that

12

Zq[X]/(X*" +1) II Zq[X]/(X* = ()

iEdecompose(m,r,2™)

By definition of the list decompose(m,r,l), for » > 0, if ¢ is at an even index 2k of
decompose(m,r,1), and 7' is at index 2k + 1, we have that ¢ = ¢?"+" = —(".
We can thus write for 0 < 7 < min(m, n) that

0<k<2m 1

Zy[X]/(X* +1) = I1 (Za X)X = ¢H) x (Za[X)/ (X2 +¢Y)

i=(decompose(m,r,2™))[2k]

Thus, as mentioned in the NIST standards, one can precompute the ¢* used in computing

2nTT 1

— ()= Y (er+ Coppan)XE
k=0
A |

pmod (X* " +¢) = > (ek = Ceppanr)XP
k=0

—r

pmod (X%

This results in precomputing an array of Z;n:ilf(m’n) 2i=1 = gmin(m.n) _ 1 yalyes.

Inversely, as explained in Section 2.2, to recover p from p mod (X 2 ¢") and
p mod (XTHT + (%), one must perform a modular multiplication by C%

It is possible to similarly precompute an array of all these values, though that would
be a waste of space. Indeed, one can prove by induction on r < m that, for all k£ < 27,
(decompose(m, r,2™))[k] + (decompose(m,r,2™))[2" — 1 — k] = 2% 2™,

It is immediate for r = 0 since necessarily k£ = 0, and thus 2™ + 2" = 2 % 2. In the
inductive case, for k < 271 let k' = | %], then k' < 2". We also have that either k = 2k’
or k =2k +1.

In the case k = 2k, we can prove that

(decompose(m, r, 2™))[k’]
2
decompose(m,r,2™))[2" — 1 — k’])
2

(decompose(m,r + 1,2™))[k] =

(decompose(m,r +1,2m))[2" T — 1 — k] = (2m + (
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Thus, by using the induction hypothesis, we have that

2% 2™
2

decompose m, T + 1,2 k| 4+ (decompose m7r+1,2 2" o 1—k|=2"+
p p

We can use a similar reasoning the second case when k = 2k’ + 1, and the property is
thus proved by induction.

We can thus conclude that if we let i = (decompose(m, r,2™))[2k] for r > 0 such that ¢*
is already part of the array of precomputed values, then let i; = (decompose(m,r,2™))[2" —
1 — 2k], and we have that i + 47 = 2 % 2™ per our lemma. However, since 2" — 1 — 2k is
odd, then ¢* is not in our precomputed array. However, we have that 2" —1 — 2k — 1 is
even, and thus for io = (decompose(m, r,2™))[2" — 1 — 2k], we have that (** = —(?2 and
¢*2 is in the precomputed array.

Finally, since ¢2*2" = (CQm)z = (=1)2 = 1, we have that

1=¢ ¢ ¢ i
= (" (—(™)
Hence, é = —(* and the precomputed array used for the forward NTT can thus be
also used for the inverse NTT.

3.2.4 Delayed Modular Reduction

So far, we have shown that the NTT is morally equivalent to computing the following
pseudo-code.

ntt(r,n,p) :=
1 = 0;
len = 27";
for (a = 0; a < r; a++) {
old_len = len;
len = len >> 1;
start = 0;
for (b = 0; b < (1 << a); b++) {
m=m + 1;
z = zetas[1l];
j = start;
for (j = start; j < start + len; j++) {
t =z x pl[j + lenl];
pli + lenl = p[j]l - t;
pljl = pljl + t;
};
start = start + old_len;
}
}
}

The innermost loop of the NTT implements a so-called “butterfly” operation:

yli +n] = z[i] — z * x[i + n]

These operations represent modular arithmetic in a field Z,. When implemented as code,
it is necessary to choose a representation for Z,. For instance, the reference implementation
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for Kyber [SAB"20] has chosen a signed representation (i.e., the representative of z € Z, is
in the interval [—(¢—1)/2; (¢—1)/2] for g an odd prime), whereas elliptic curve cryptography
has usually chosen an unsigned representation (i.e., the representative of x € Z, is in the
interval [0; ¢ —1]). Let b, = max{|z| | x € Z,}, then when ¢ is an odd prime, b, = (¢—1)/2
when using a signed representation, b, = ¢ — 1 when using an unsigned representation.

Modular reduction is usually implemented by a function reduce such that there exists
a bound b and for all |z| < b, reduce(z) = x mod ¢ with |reduce(z)| < b,. As one needs
to at least be able to compute the multiplication of two field elements, we usually have
that by * by < b. The innermost loop of the NTT is thus implemented as follows (ignoring
big integer issues for now).

t = reduce(z * p[j + len]);
plj + len] = reduce(pljl] - t); // or reduce(pl[j]l + (g - t))
pljl = reduce(pl[jl + t);

Let k = [b/b2], we have that 1 < k. We can show that when implementing the NTT,
it is possible to not reduce the additions and substractions in the butterfly operation for
k — 1 layer iterations, but only reduce at the k-th iteration. This is because after £ — 1
iterations, the coefficients in the array can be bounded by kb,, and thus z  p[j + len| can
be bounded by kb, x by < b by definition.

Let r = 1 x k +r}, be the euclidean division of r by k, then the outermost loop of the
NTT can be replaced by r; loops each doing k — 1 iterations without reduction, and a last
k-th iteration with modular reduction. If r} > 0, these iterations can be replaced with
r}, — 1 iterations without reduction and the r}-th iteration with reduction.

Similar reasoning can be made for the inverse NTT, though we have not yet formalized
it in Rocq. Furthermore, we have only formalized this optimization using the unsigned
representation as Fiat-Crypto has only implemented this representation. Our proof should
be easily generalizable once Fiat-Crypto implements signed representation, but we consider
it orthogonal to the work we present here.

As a side-note, it is unclear whether this optimization is always beneficial. For instance,
in the case of ML-KEM, the prime are small compared to the integer type (e.g., int16_t)
used to represent the field element, which allows to avoid all modular additions and
subtractions until the very last layer. On the other hand, if ¢ = 2255 — 19 (e.g., for Prio3
when using the largest parameters) and a “saturated” representation is chosen where field
elements are represented by four 64-bits limbs, it seems necessary that reduction happens
at each iteration as 3¢ > 22%6. However, if an “unsaturated” representation with five
64-bits limbs is used, it seems likely that delaying reduction could be beneficial. We have
not yet explored this.

4 Formally Verified Code Synthesis

We now explain how we derived formally verified C implementations of the NTT using
Fiat-Crypto, which we present first.

4.1 Background

In this section, we present some background on Fiat-Crypto [EPGT19] and Bedrock2 [EGCT21,
EPJ*24] which we use to synthesize formally verified C implementations of the NTT.
4.1.1 Fiat-Crypto

Fiat-Crypto is a framework embedded inside of the Rocq proof assistant for synthesizing
correct-by-construction code for cryptography primitives. It has been mainly used to
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produce high-speed and high-assurance implementations of cryptographic arithmetic, e.g.,
modular arithmetic for large finite fields that is necessary for implementing elliptic curve
cryptography. Code produced by Fiat-Crypto is now used in multiple popular cryptographic
libraries such as BoringSSL and NSS, as well as their corresponding browsers Google
Chrome and Mozilla Firefox.

From a high-level point of view, Fiat-Crypto can be split into two parts: a formal
library of mathematical facts and algorithms related to cryptography, and a synthesis
pipeline that specializes those algorithms and outputs efficient code.

As Fiat-Crypto has been extensively used for elliptic curve cryptography, its math-
ematical library already contains general facts about modular arithmetic, Barrett and
Montgomery reductions, multi-limbed arithmetic, etc, that may be also useful for im-
plementing lattice-based cryptography. This is what we build upon to formalize our
NTT.

Originally, Fiat-Crypto used a formally proven correct partial evaluator [GEPT22,
GEPT24] to translate the mathematical specifications written in the Gallina language of
Rocq into a low-level Fiat-Crypto intermediate representation which were then translated
to C through an unverified backend. Facilities were recently added to output verified
C code through a Bedrock2 backend that we present below [EPJT24, §3.6]. This has
improved confidence in the correctness of the generated code.

4.1.2 Bedrock2

Bedrock?2 is also a framework embedded within the Rocq proof assistant that formally
specifies a C-like source language for low-level programming and provides a formally verified
compiler for this language down to RISC-V machine code. The Bedrock2 source language
has fairly simple semantics, especially compared to C which is notoriously intricate. It
is completely untyped and has a single type of value: machine words (i.e., 32 or 64-bits
integers). Interpretation of these values as pointers or integers depends only on the
operators they are used with, e.g., a load/store operation or a (un)signed comparison. The
only control-flow structures allowed are while loops and conditional branchings. Thanks
to simplicity, it is possible to pretty-print Bedrock2 programs to C code.

In order to reason about programs written in the language, Bedrock2 provides a
program logic based on separation logic. For instance, the following is a specification of a
function that computes the field addition of its inputs.

fnspec d f, "felem_add" (x y z: word)
/ (a b c: F) (R: _ -> Prop)
~> (res: word),
{ requires t m k :=
(FElem x a * FElem y b x FElem z c * R)Y%sep m;
ensures T M K :=
T =1t AN res = word.zero AN K = f xy z k A
(FElem x a * FElem y b % FElem z (a + b)%F % R)Jsep M

More specifically, the above specification states that

e there exists a function f such that, when calling the function felem_add provided
with three machine words x, y, z as inputs,

e such that they represent locations in memory state m where the machine word
representations of finite field elements a, b, ¢ are respectively stored (this is the
FElem predicate),

o then the function will return the machine word 0 (res = word.zero),
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High-level (inverse) Specifications using loops and list
NTT specification (§ 2) of coefficients as polynomials (§ 3.1)
Delaying multiplying by 27™ Specialized polynomial
to the end (§ 3.2.2) modulus operation (§ 3.2.1)

Use precomputed

array of values (§ 3.2.3) Bedrock2 code (§ 4.2)

Figure 2: Description of the code synthesis process.

1o externally observable behavior has occurred (T = t),

o the leakage K produced by felem_add only depends on the inputs x, y, z and the
previous leakage k (K = £ x y z k),

e and memory has been modified into a state M such that the result of field addition of
a and b (written as (a + b)%F) will now be stored at location z, while the rest of
the memory is unchanged.

The R memory predicate describes how the rest of the memory that is of no importance
to the function is shaped. It being unmodified between the requires and ensures is how
we specify that the function does not modify it. The separating conjunction * implies that
the memory locations defined by x, y and z are separated, i.e., they cannot be aliases.

The leakage condition is the Bedrock2 way to specify that the function is crypto-
graphically constant-time [CEC25]. Specifically, as the leakage function f is existentially
quantified before the other parameters, it cannot depend on them. As such, this says that
the only information potentially leaked is the memory locations of the field elements, but
not the content itself. The leakage can also depend on public constant values, e.g., an
offset in an array.

Note that this specification uses bits from Fiat-Crypto such as the notation for finite
field addition (_ + _)%F, but does not describe how the code accomplishes it (e.g., naively
or using a Barrett reduction). This is only needed for the proof that the code behaves as
specified, which will allow us to be modular.

4.2 Code Synthesis

We now explain how we synthesize formally verified C code. Figure 2 shows the successive
transformations we applied to the original high-level specifications to obtain specifications
closer to the code we want to generate, as presented earlier. Delayed modular reduc-
tion (§ 3.2.4) has been formalized and proven correct at the specification level, though we
have not used it to derived code yet. The methodology presented in the following would
still apply however.

So far, our specifications have used mathematical integers, however our code will have
to deal with machine words. As such, we use width to denote the machine word width, i.e.,
32 or 64 bits.

For simplicity, we assume here that the NTT operates over a field Z, such that
[log,(q)] < width.® Moreover, since the polynomial coefficients are stored in memory, we

8We have also proved correct a version of the NTT where multi-limb arithmetic is used, which we elide
for space.
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need to ensure that they are addressable, hence, if there are 2™ coefficients, then we need
that n < width.

We further assume to already have access to constant-time implementations of finite
field operations for Z,. This allows us to be modular and specialize code generation at
the end to the modular arithmetic we wish to use, e.g., using Barrett or Montgomery
reduction, etc.

Definition spec_of_binop {name: String.string}
(model: F -> F -> F): spec_of name :=

fnspec! d f, name (x y: word) / (a b: F) ~> (res: word),
{ requires tr mem k :=

feval x = Some a /\ feval y = Some b;

ensures TR MEM K :=

TR = tr /\ MEM = mem /\ K = f k /\

feval res = Some (model a b)

}.

Instance spec_of_add: spec_of add :=
spec_of_binop F.add.

Instance spec_of_sub: spec_of sub :=
spec_of_binop F.sub.

Instance spec_of_mul: spec_of mul :=
spec_of_binop F.mul.

Specifically, we assume that we have access to functions with names add, sub and mul
that correctly implements their respective specifications. For instance, we assume that
add satisfies its specification spec_of_add which states that the functions takes 2 machine
words x and y as inputs such that if they respectively represent finite field elements a and
b (written as feval x = Some a), then the function returns a machine word res such
that it represents the result of modular addition a + b, without modifying the memory
state. The specification is parametric with regards to what definition of feval is used, this
allows to use the same specification no matter the representation used for field elements,
e.g., Montgomery representation, reduced unsigned representation, etc.

With those, we can now write a Bedrock2 function? that implements the NTT:

Definition br2_ntt :=
func! (p) {
m = (0);
len = (27);
while ((2n™in(mm)y < jen) {
old_len = len;
len = len >> (1);
start = (0);
while (start < 2")) {

m=m + (1);
z = zetas[m];
j = start;

while (j < (start + len)) {
x = load(p + (j + lemn));
tmp = mul(z, x);
y = load(p + j);
x = sub(y, tmp);
store(p + (j + len), x);
x = add(y, tmp);
store(p + j, x);

9This is slightly simplified for presentation purpose.
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i=3
78

start = start + old_len

One can notice that this looks very similar to the pseudo-code provided by the NIST
standards (e.g., [Nat24b, Alg. 9], [Nat24a, Alg. 41]), though we use while loops rather
than for loops. The code should be rather straightforward to read and understand.

One peculiarity is that the integer values that appear in the code within (-) are
mathematical (unbounded) integers that must be statically computable and convertible to
machine words during code generation. By computable, we mean that parameters must
be instantiated, for instance, in the case of ML-KEM, we have n = 8 and m = 7, which
will translate 2" to 256 and 2~ ™»("™) to 2 during code generation. By convertible, we
mean that the integers must be representable as word machines, and we thus need to prove
that it is possible. This is easy for 0 or 1, but this is also why we needed the assumption
n < width. Similarly, zetas is an array of precomputed values defined as in Section 3.2.3.
These values are finite field elements, and will also be translated into machine words during
code generation.

Finally, we prove that our Bedrock2 implementation satisfies the following specification.

Instance spec_of_ntt: spec_of ntt :=
fnspec! 3 £, ntt (p_ptr: word) / (p: list F) R,
{ requires tr mem k :=
exists (P: list word),
Forall2 (fun x y => feval y = Some x) p P /\
mem =% (Bignumsl 2" p_ptr P) * R;
ensures TR MEM K :=
TR = tr /\
K = f p_ptr k /\
exists (P: list word),
Forall2 (fun x y => feval y = Some x) (NTT_spec p) P /\
MEM =% (Bignumsl 2" p_ptr P) * R }.

The specification states that the function takes a single machine word p_ptr as input
and returns nothing. It requires that p_ptr be a pointer that points to an array of
size 2" containing a list of machine words P as specified by Bignums1 2" p_ptr P.10 P
represents a list of finite field elements p (i.e., the input polynomial) as specified by Forall2
(fun x y => feval y = Some x) p P where feval evaluates a machine word into a field
element. The function returns no value, but has side-effects. Memory is modified such
that the array that p_ptr pointed to, now contains a representation of NTT_spec p, which
is our mathematical specification of the NTT. This specification further shows that all
computations are made in place as the predicate representing the rest of memory R is not
modified between the pre and post-conditions. Note that there are no assumptions on
zetas in the specification, this is because we also generate the corresponding array. The
leakage produced is only dependent on p_ptr, meaning that the array is only accessed at
predictible offsets, which entails that the function is constant-time.

The proof that our Bedrock2 implementation satisfies the specification is mostly
straightforward as we already proved correct a specification of the NTT using functional
loops (§ 3.1.2).

10Tn the more general case of multi-limb field arithmetic, we use instead Bignums k 2" p_ ptr P to state
that p_ptr points to an array of k2" words where each chunk of k words represent one field element.
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We similarly define and specify the Bedrock2 implementation of the inverse NTT as
follows.

Definition br2_ntt_inverse :=
func! (p) {

m = (2"““<"””)>;

len = (2"7m““"m”>;

while (len < (2")) {
start = (0);
old_len = len;
len = len << (1);
while (start < (2")) {

m=m - (1);
z = zetas[m];
j = start;

while (j < start + old_len) {
tmp = load(p + j);
x = load(p + (j + old_len));
y = add(tmp, x);
store(p + j, y);
x = sub(x, tmp);
y = mul(z, x);
store(p + (j + old_len), y);

=3+

};

start = start + len
}
I8
i = {0);

while (j < (2") {
x = load(p + j);

x = mul ((F.inv 220wy gy,
store(p + j, x);
i=3+{1

}

Instance spec_of_ntt_inverse: spec_of ntt_inverse :=
fnspec! 3 f, ntt_inverse (p_ptr: word) / (p: list F) R,
{ requires tr mem k :=

exists (P: list word),

Forall2 (fun x y => feval y = Some x) p P /\

mem =% (Bignumsl 2" p_ptr P) * R;

ensures TR MEM K :=

TR = tr /\

K = f p_ptr k /\

exists (P: list word),

Forall2 (fun x y => feval y = Some x)
(NTT_inverse_spec p) P /\

MEM =% (Bignumsl 2" p_ptr P) * R }.

Again, this follows closely the pseudo-code provided by the NIST standards. The specifica-
tion is the same as for the forward NTT, except that the array at the end contains instead
a representation of NTT_inverse_spec p, which is our specification of the inverse NTT.
The nested loops compute the inverse direction of the decomposition in the forward NTT,
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except that the result is scaled up as explained in Section 3.2.2. The bottom loop thus
scales back the coefficients by the modular inverse of 2™(™) = Ag explained earlier, the
value (F.inv me(”’m)) will be computed during code generation.

We proved that our implementations of the NTT are constant-time assuming that the
functions implementing finite field arithmetic operators are also constant-time. While we
do not detail it here, we formalized the signed representation for finite field arithmetic that
is popular in implementations using small primes as in ML-KEM or ML-DSA. We proved
and derived constant-time implementations using refined Barrett reduction [BHK22] and
signed Montgomery reduction [Hwa24]. We also proved and derived implementations using
the usual unsigned representation from Fiat-Crypto.

5 Generating the Implementations

As explained in Section 4, we can generate C implementations of the forward and in-
verse NTT given that some parameters are provided. In this section, we first explain
what parameters we need to synthesize C code. We then compare our formally verified
implementations with some handwritten implementations and explain the differences.

5.1 Implementation Parameters

In order to generate C code, we need to instantiate the following parameters. We describe
the process when using “small” primes, the process is slightly different for multi-limb field
arithmetic.

1. width: we need to indicate the width of machine words for the machine we consider;
2. ¢: the size of the considered finite field Zg;

(a) [logy(q)] < width: as explained in Section 4, for the implementation to be
correct, we need that [log,(¢)] < width which can now be easily proved by
computation;

(b) g prime: this is also necessary to prove for the correctness of the implementation.
3. n: integer such that Z,[X]/(X2" + 1) is the domain of the NTT;

(a) n < width: as explained in Section 4, we need 2™ to be convertible;
4. (: an element in Zg;

5. m: an integer;

(a) ¢ 2" — —1mod ¢: this is necessary for correctness and easy to prove by compu-
tation.
6. Cs: an array of all ¢°,¢*,...,¢?". This is necessary to implement the optimization

explained in Section 3.2.3;

7. ¢: an integer such that it is the multiplicative inverse of 2™("m) i Z4, necessary
for the optimization explained in Section 3.2.2.

Finally, as explained in Section 4, we need to choose how field arithmetic is implemented.
Our Bedrock2 formalization currently only supports both signed and unsigned Barrett and
Montgomery reductions.
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5.2 Generated C Implementations

Using the presented machinery, we have generated C implementations for multiple PQC
shemes using the parameters indicated in the table below. This shows that our formalization
is general enough to model “incomplete” decompositions, e.g., ML-KEM, or high number
of layers, e.g., 10 for Falcon-1024.

Algorithm n|m q ¢
ML-KEM [Nat24b)] 8 | 7 3329 17
ML-DSA [Nat24a] 8 | 8 | 8380417 | 1753

Falcon-512 [PFH™20) 9 | 10 | 12289 7
Falcon-1024 [PFH'20] | 10 | 10 | 12289 7

These implementations were generated targeting a 64-bits machine and using unsigned
representations for simplicity. We tested that they behaved as expected by checking that
roundtrips (NTT followed by an inverse NTT) over randomly generated polynomials return
the original polynomial.

We have also generated a verified implementation of the forward NTT for Prio3 using
the Field128 parameters [BCPS25] to try out the code generation when using multi-limb
field arithmetic. Unlike the previous examples, we do not output a precomputed array of
twiddle factors, but expect a pointer to such an array. This is because the code generation
facility already started to struggle computing the array for Falcon, which suggests that we
are reaching the limits of Bedrock2 when min(m,n) > 10 (Prio3’s NTT may go up to 20
layers).

To evaluate our implementations, we modified PQClean [KSSW22]’s implementation
of ML-KEM-512 to replace its NTT with ours and used the PQM4 [KPR"] framework
to benchmark. We first modified the implementation to use 32-bits integers (int32_t)
rather than 16-bits integers (int16_t) to represent the coefficients of the polynomials. As
explained earlier, this is due to a limitation of Bedrock2 which only models machine-width
integers. We verified that this has negligible impact on performance. We then replaced
the forward NTT implementation with our verified one.'!

Our implementation uses our verified implementations of signed Barrett and Mont-
gomery reductions which are functionally equal to PQClean’s implementations. We did not
replace the inverse NTT as our implementation cannot be used as a drop-in replacement.
This is because PQClean’s inverse NTT leaves the coefficients in the Montgomery domain.'?
While we can use our specifications to verify this specific implementation of the inverse
NTT, we prefered focusing on generic implementations.

We report below the average number of cycles taken by each stage of the scheme
over 1000 runs on a Nucleo-L4R5ZI as reported by PQM4. The “clean” implementation
corresponds to the reference PQClean implementation. “Fiat-Crypto” is our modified
implementation using our generated code, while “m4fspeed” corresponds an implementation
optimized for running on Cortex-M4.

Scheme Implementation | Key Generation | Encapsulation | Decapsulation
ML-KEM-512 clean 512 161 574 798 706 145
ML-KEM-512 Fiat-Crypto 551 141 600 303 752 634
ML-KEM-512 mdfspeed 392 465 388 870 423 667

1We had to slightly modify manually our implementation as Bedrock2 models memory accesses in
C similarly to the following: x = _br_load(p+((br_word_t)4*(j+len))); where _br_load is inline
code that should be compiled away to a single load instruction. We replaced those by more idiomatic
x = ((int32_t*)p) [j+len] which improved performance. See https://github.com/mit-plv/bedrock
2/blob/04122f£2848f2f19de98dafe00caalbe4c370£89/bedrock2/src/bedrock2/ToCString. v#L36-1L68
for details on _br_load.

12Base polynomial multiplication leaves coefficients in “inverse Montgomery domain” which is compen-
sated by the inverse NTT.
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Our implementation is slower than the PQClean implementation by roughly 5 to 7.5%
depending on the stage in executing the algorithm. We believe this is because we do
not implement the delayed reduction optimization presented in Section 3.2.4, which we
confirmed by manually modifying our implementation to include the optimization. The
performance were then similar to the PQClean implementation.The m4fspeed implementa-
tion uses hand-optimized assembly code with Plantard reduction and merged layers for
the NTT [HZZT22].

6 Related Work

We have already discussed other works on formally verifying the NTT in a proof assistant
in Section 2, we review here related works on verified implementations of cryptography.

There have been multiple projects about producing high-assurance implementations
of cryptography primitives. The main ones are Fiat-Crypto [EPGT19] that we discussed
earlier, HACL* [ZBPB17] and Jasmin [ABBT17]. Fiat-Crypto can output formally verified
C code, or machine code for the RISC-V architecture. Similarly, HACL* has verified C
code, while Jasmin is a completely verified toolchain for the Jasmin language, and as such
can produce highly-optimized verified assembly implementations for multiple architectures.

To the best of our knowledge, HACL* has currently no verified implementations of the
NTT, though as explained earlier, a verified implementation of ML-KEM [AOB'24] in
Jasmin exists.

In another line of work, Hwang et al. [HLST22] use CRYPTOLINE [PTWY18] to verify
AVX2 and ARM Cortex-M4 implementations of NTT computations used by multiple
NIST PQC candidates. While their approach applies directly to assembly implementations
whereas we “only” bottom out at C level (or unoptimized RISC-V machine code), their
TCB is also much bigger than ours as they rely on both Computer Algebra Systems
(CAS) and SMT solvers. Moreover, they were only able to support very small primes as
support for 32-bit computation was only added through work concurrent to ours [CLT*25].
Our formal specification of the NTT can be used to derive verified implementations
even when multi-limb field arithmetic is necessary as we showed,'? or to verify specific
implementations.

7 Conclusion and Future Work

In this work, we showed how to synthesize functionally correct, constant-time and memory-
safe C implementations of the NTT for multiple cryptographic schemes in a foundational
way using the Rocq proof assistant. This work has taken around 7 person-months to
develop and amounts to around 4300 lines of specification and 11k lines of proof in Rocq.
This shows that current frameworks are advanced enough that it is now feasible to produce
high-assurance implementations of critical cryptographic operations relatively quickly.

One immediate direction of future work is to incorporate the delayed reduction strategy
presented in Section 3.2.4 into the code generation. Another possibility is to formalize
Plantard arithmetic [Pla21, HZZ*22] which is used in the fastest implementations for some
schemes.

We could also try to formalize the multiple ways of computing polynomial multiplications
in lattice-based cryptosystems [Hwa24]. In particular, coefficient ring switching could be
of interest to automatically derive a NTT for NTT-unfriendly rings [CHK™21] as used for
instance in Saber [DKR™20].

13We point out that the issue of generating a large precomputed array of powers of ¢, as mentioned in
the previous section, is a limitation of the framework, not the methodology we present.
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As Fiat-Crypto was initially created for deriving verified implementations of finite
field operations for elliptic curves, they only needed to model native machine words, and
support for smaller integer types does not exist. It would thus be useful to add support
for such integer types or target another backend such as the formal Rocq development of
Jasmin [ABB'17] which would additionally provide an efficient formally verified compiler
down to assembly for multiple architectures and further give access to SIMD instructions
so more optimized implementations can be formalized.
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